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Abstract:

Even with so many cryptographies present, homomorphic encryption has
attracted wide attention from various scholars of this field due to its special and
optimized performance. This lies down to the fact that the common cryptography
methods cannot perform computations on encrypted data, and homomorphic
encryption can. Also, homomorphic encryption provides automatically encrypted
operation results. Since data breach is the biggest threat in the field of cloud
computing, homomorphic encryption has a wide and very useful application in
data security in a cloud environment. The main aim of this paper is to give an
outline of the current security threats in the field of cloud computing and also
throw light on the findings of homomorphic encryption, which include functional
computations with operations such as addition, multiplication and then study
them for the security of the cloud. The results produced only selected features
vital for the prediction of cancer. Also, its performance has been paralleled
against other factors such as Accuracy, Precision, Recall and Specificity, and F-
measure. The experimental results show that the Decision Tree classifier
outperforms all other classifiers with an accuracy of 94.7 % increased to 97%
after Cuckoo Optimization.
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1. INTRODUCTION

Cloud computing is defined as deploying on a
cloud platform that is the Internet. It allows
accessing to data over the Internet instead of
relying on the computer's physical memory [13]. In
today’s time, due to huge volumes of data present
and needed, it is very difficult to imagine storing all
your data on your system’s hard drive. Even though
storing data on the cloud provides various
advantages like flexibility, reduction in cost for the
organization, etc., it has one major issue, i.e., data
security. Cloud service providers have adopted
multiple measures to provide better protection to
data of its users, but still, this problem is so vast
that we need to focus more on it [7]. It is a system,
which could assure data security in the IT world.
Gentry gave the scheme of fully homomorphic
encryption. He gave the solution by making the use
of lattices.

In homomorphic encryption, the user is given a
key, which is so cured, and private, and operations
like addition, multiplication, etc. are carried out on
the encrypted data. This leads to the branch of
technology known as homomorphic encryption.
When we decrypt the result we obtain, it seems as
if we carried out real calculations and computed the
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results [9]. Many cloud service providers allow

users to use their platforms and create their web

services. Along with the online platform, these
cloud service providers also provide better security
and flexibility, which has helped these

organizations to store data at a lower cost [12] [14].

There are three types of cloud computing [15] [16]:

e Public Cloud Computing: It means using the
Internet to provide services. These cloud
services provide assistance and platform to the
public, and the user himself, or a particular
organization, can protect a part of the platform
and network.

e Private Cloud Computing: In private cloud
computing, a single company owns a data
platform that often has much more specific
security controls than a public cloud does. This
can lead to users having more confidence and
control.

e Hybrid Cloud Computing: This form of
computing is a blend of the other two types of
cloud computing. Public and Private clouds
combine to form this.

There are various security problems that users have

to deal with while putting data on the cloud. When

a user deploys data in a public cloud, that user loses

any control over its confidentiality, integrity, or
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even its availability. With an increase in the
number of devices, applications, and parties
involved, the danger of data compromise grows in
the cloud, and that increases the number of points
of access [17]. Virtualization and multi-tenancy
also reside in the list of major issues for the users
of cloud computing. To eliminate the feasibility of
data or ongoing transactions from one existing
domain into another, users want to make sure that
the domains are properly isolated from each other
since the cloud is a shared environment. System
vulnerabilities are the next major issue. System
vulnerabilities are bugs found in programs that
attackers use to penetrate a system to steal sensitive
data, disrupt service operations, or take control of
the whole system. Now, attackers attain the ability
to operate your login information to alter and
manipulate data through hijacked identities.
Systems from various industries are placed near to
each other through multi-tenancy in the cloud and
permitted to access shared resources and memory,
creating a subsequent surface susceptible to attacks.
Malware threats are small sections of code or
scripts implanted into the services present on the
cloud that act as if they are valid and normally run
on cloud servers. This says that this code can be put
into cloud services and seen as part of the software
or service that is running in the cloud servers
themselves. Attackers can easily compromise the
degree of sensitive information, and also steal data
once threats are injected. Due to their nature, APIs
can be a big danger to cloud security. They don’t
allow organizations to modify characteristics of
their cloud services to suit the particular business
needs, but they also authenticate, and effect
encryption [18]. A solution to all these problems
like data confidentiality, privacy, and integrity can
be found in implementing homomorphic
encryption.

2. RELATED WORKS

Cloud security is compromised a lot these days. To
fight it, many techniques have been devised, and
one of these is homomorphic encryption. Dijk et al.
in 2010 [1] talked about the four stages of
homomorphic encryption and how encryption,
decryption takes an all different turn in this case.
They have referred to somewhat homomorphic
encryption and used the techniques of modular
arithmetic. Gentry’s methods have been discussed
quite  elaborately. It used addition and
multiplication as the basic modules. Smart et al. in
2010 [2] described more about Gentry’s fully
homomorphic model and gave a proposal of its
own. They dwelt primarily on integers in their
model and used ciphertexts. Jules et al. in 2010 [3]
presented an encryption technique that could be
delivered to secure the cloud in a better way. They
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argued that cryptography isn’t the only way to
secure text or messages. It showcases the drawback
of the technique when client sharing occurs.
Gennaro et al. in 2010 [4] elaborated further on the
concept of encryption techniques and how it can be
used in different platforms. The privacy of the
client is kept at the pedestal. The user has no clue
what happens at the backend. Chun g et al. in 2010
[5] talked about the various computation ways that
can make the encryption better. A large pubic key
is eliminated in this model. A delegator is
appointed, and two stages of computation, like
online and offline, are used.

Atayero et al. in 2011 [6] emphasize the
mathematical portion of the encryption strategy. IT
showed that the RSA scheme was followed by
partial and fully homomorphic encryption. It also
presented a generalization of Gentry and the
program he suggested. Tianfield et al. in 2012 [7]
discussed the various security issues prevalent
nowadays in the field of cloudlike data
confidentiality, integrity, malware attacks. Lopez et
al. in 2012 [8] gave the limitations of homomorphic
encryption. It deals with multiple parties
performing the computation. User interaction is
important in the field. Boyd et al. in 2015 [11] told
about the idea of functions and applying them to
encrypted data. Fully homomorphic encryption
discussed in detail. The generation of key,
encryption, evaluation, and decryption were the
stages of encryption. More people explained
security and how efficient techniques like
homomorphic encryption can be applied to protect
the cloud.

3. PARTIAL

CRYPTOSYSTEMS
A cryptosystem is called partially homomorphic
when  either  multiplicative  or  additive
homomorphism exists. When both present, then it
has not happened [20]. Some examples of the
above are:

HOMOMORPHIC

Table 1: Examples of the partial homomorphic
cryptosystem

RSA Shows _ Multiplicative
homomorphism
ElGamal Shows _ Multiplicative
homomorphism
Paillier Shows Additive
homomorphism
3.1. RSA

In RSA, the key provided to the user is made public
to perform encryption, and it is not like the key that
needs to be decrypted, which is hidden and kept
secret in this cryptosystem.
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On multiplying two or more ciphertexts with each
other (i.e., multiplicative homomorphism), the
decrypted result that is obtained comes out equal to
the consequent multiplication of the two or more
initial values.

Example: If, E (y): encryption of message v,
Modulus m: RSA public key, and e: exponent
Then, Encryption of the message y would be given
by E (y) = ye mod m and, the homomorphic
property is provided by:

E (y1). E (y2) =yley2e mod m = E (x1.x2)

3.2. ElGamal

The ElGamal encryption system is based on the
Diffie-Hellman Key Exchange. This algorithm is
asymmetric and finds its use in encryption using
the concept of the public key. An added form of
security is achieved in this system by encrypting
keys in an asymmetric fashion that was previously
used for symmetric encryption of incoming
messages. Upon performing the multiplication of
each component of several ciphertexts with their
corresponding elements, the result arrived after
decryption is identical to the product of text values.
(Multiplicative homomaorphism)

In the EIGamal system, there is a cyclic group of C
(of order ) with the generator n  and, Public key
is (C, n, I, h) where h=ny, where y is the secret key
and, Encryption of the message m would be
E(m)=(gs,m.hs) for some randoms[21]

3.3. Paillier

It is an asymmetric type of algorithm that relies on
probabilistic assumptions used for encryption on
public keys of text values. In this, after computing
the product of each component of the various
cypher texts available to the respective parts, the
result obtained after the decryption process is equal
to the addition of original text values. (i.e.,
Additive homomorphism).

Encryption :
plaintext m<n

select a random r <n

ciphertext c=g™ - r" mod n®
Decryption :
ciphertext ¢ < n*
; L(c* mod n?)
plaintext M = ——————= mod N
L(g* mod n?)

Fig.1. Public-Key Cryptosystem

If,

There are two numbers x and y (such that x and y
are prime) and n=x.y and,

Lambda (n)=Icm (x-1, y-1),g is some integer,
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Then, The public key would be (n, g) and

The private key would be (Lambda, u);

where u = L(g lambda mod n2)-1 mod n L (u)=u-
1u [22]

4. FULLY HOMOMORPHIC ENCRYPTION

Users {Uy,...., Uy}

AL @_, Q\U(ﬁl( Server ¢
(”‘1
@ﬁ $

(Interact for Some Operations)

Evaluation Server £

<— Encrypted Data

flmy.ooomy) -~ Encrypted Output

Fig.2. Procedure for Homomorphic encryption

The calculations for any encrypted form of data can
be computed using this encryption technique. This
way, information remains confidential when it is
being processed. This enables tasks to be
accompanied by knowledge, even in suspicious
environments. In cloud computing, a large amount
of data is sent into cloud storages (which are often
unencrypted), so a huge amount of trust is required
in these cloud storage providers. The Cloud
Security Alliance lists data breach as the top threat
to cloud security [10]. Data encryption using
conventional encryption methods removes the
problem of a data breach, but the user would be
unable to operate on the encrypted data. The user
would have to download the required data to its
system and perform computations locally. By using
Fully Homomorphic Encryption, computations
would be achieved by cloud on the user’s behalf,
and it will return the encrypted result only.
Principally, the fully homomorphic system allows
for arbitrary computation on encrypted data [10].
This means that if the user has a function g and
wants to get g (al, a2, ... an) for inputs al, a2... an),
it would be possible to instead compute on the
input’s encryption (bl, b2, ... bn) and then we will
obtain a result which will decrypt to g (a1, a2... an).
The basic idea behind Fully Homomorphic
Encryption is the ability to apply functions on data
that is being encrypted [11].

4.1. Homomorphic Encryption Schemes as
Building Blocks of Delegation  of
Computation

Apart from outsourcing data, outsourcing

computations is a vital pillar in the field of cloud

computing. A user can wish to delegate the
computation of a function g to the server. But, the
server may be prone to malfunctions or maybe just
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malicious. This wouldn’t allow the user to trust the

result of the computation. The user could want to El Galmal Multiplication

have a proof that the computation was performed 3500

accurately and certifying this proof should also be ;gzg

more efficient than the user doing the computation. 5560

Chung et al.[5] used fully homomaorphic encryption 1500

to design strategies to assign computation, hence 1000

improving the results of Gennaro et al. [4]. At the T H H - H . -

same time, Van Dijk and Juels et al. [3] examined 3 3 ] s g 3 5 s

the infeasibility of FHE solving the various security SR R S SR A

and privacy issues prevalent in cloud computing > & 2 C

alone_ For a fu”y homomorphic SyS'[em, the SyStem Plain Data Multiplication Encrypted Data Multiplication

can behave in a variety of ways. A fully Fig.4. Comparison of overhead with encrypted data

homomorphic system will have the encryption like- over plain data for multiplication operation for

F (al ® a2) —F(al) ® F(a2), ............. (1) Elgamal Algorithm (y-axis in nanoseconds)

wherealand a2 arein T.

T is the set of texts. @ is some random function. sk,

— denotes no decryption on texts that have been RSA Multiplication

performed during computation. [6] In this case, the 1000

random function can be +, x, or another required &0

feature. s

Additive: o

F(al+a2) —»F(al) + F(a2) ............. 2 300

where al and a2 are in T. ey I I . I

Multiplicative: ol e % » 2 m P g m

F (al xa2) —>F (al) x F(@2) ............. (3) £ ¢ £ g | 2 ¢ = Z

where al and a2 arein T E 5§ E 5§
e Plain Data Multiplication Encrypted Data Multiplication

Fig.5. Comparison of overhead with encrypted data

» Cipher A over plain data for multiplication operation for

(0010110101 RSA
5 OMAMErp » Cipher B |
encryptor (100100110)) ;

S 3 Benaloh Addition
3000
2 *Cipher A =00
(0020220202)
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Fig.3. Procedure for Homomorphic encryption
The above diagram represents the Complete Plain Data Multiplication Encrypted Data Multiplication
procedure of homomorphic encryption [19].
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Fig.6. Comparison of overhead with encrypted data
over plain data for addition operation for Benaloh

Algorithm (y-axis i d
5. TIME ANALYSIS OF ENCRYPTION gorithm y-axis in nanoseconds)

SCHEMES W.R.T. DIFFERENT
SYSTEMS

For tables, results are based on a database hosted
on a remote machine. Graphs show the comparison
of overhead with encrypted data over plain data for
addition and multiplication operations for four
algorithms.
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Fig.7. Comparison of overhead with encrypted data
over plain data for addition operation for Paillier
Algorithm (y-axis in nanoseconds)
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Fig.8. Comparison of overhead with encrypted data
over plain data for multiplication operation for
Paillier Algorithm (y-axis in nanoseconds)

6. Conclusion

In this paper, we have tried to understand various
security issues and risks that are involved in
inputting data on the cloud. To provide a more
secure and better computation of resources, we
have used the basis of homomorphic encryption. In
Homomorphic encryption, the data is encrypted
and mathematical operations are performed on
encrypted data, produce a result, and the results are
sent to the data’s owner for decryption. In this way,
the information is kept confidential and protected
from the untrusted environment. But along with
various advantages, it has some limitations too.
Firstly, the support of multiple users is a problem in
fully homomorphic encryption. Different users
using the same system (which relies on an internal
database used in computations) would wish to
protect their data from the service provider. One
solution could be that the provider has a separate
database for every user, which would be encrypted
under that user’s public key. But, for large
databases and the number of users, this can be
rather infeasible. L opez-Alt et al. [8] have shown
promising directions to address this problem by
defining and constructing multi-key FHE.

Qemu/KVM

Qemu/KVM _

Encrypted Data Multiplication
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